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scraping

The COS VizieR service, like many Data Centers, is facng a dramatic increase in bot crawding. These are millions of queries each day, which pollute and impact the VizieR service, This massive
and blind harvesting targets static and dynamic resources and is generally controlled by Al to populate knowledge bases. Log analysis shows many queries, executed by a wide range of iPx.
all ol wihich leak legitimate without say obvious Al marker: it becomes harder 1o detect their origin and to manage the flow.

Maintaining good awailability for users requires. redefining data access management, This is often done urgently. but in the hackground, the COS is irvestigating access management for the
long term. In this paster, we present the solutions used, the solution imple mented today, and those planned.

Drawing up attackers profile

it concerns malnly A harvesting which target static and dynamic
data. The queries generated by bots and Al are generally not
sigred, with no user-agent, and comes fam clouds using wide
range af IF . Their activity is reflected in 2 massive increase in
reguests that privileges the HTML format. Search engine cravlers
combine blind crawling—which Tallows all links—with the ability to
generate queries that are indistinguishahle from those made by
wsers. Significantly less naiee than their predecessors, they bypass
the usual HTML farms trags.

The WOW's APls seem fo be spared for naw.

The battle to provide a user-centered I
service H ‘ 1

The €05 benefited to the bots activities that indexed resources
(eg: VizieR catalogue in Goaghe search, Al providing result and
methods to query database). However the counterpart becomes
unbearable when the harvesting activity make down the service,
To deal with this unethical behavior, the CBS has no choice but

to filter the bots.
f Planmed VigseRt srchitecture far routing queries

/—»a cLoAK

= Traditional methods, based on I addresses (blackdists) and
request cadences (fallzban), are no lnger effective in a context
of clouds, These use thousands of IP acrass wery broad ranges
that generates only a small number of reguests.

* WEB-Firewall softwares, such as Anubis, used a combination of
methads : IP and user-agent blacklists, request frequency,
Javascript challenges, Anubis which is used by ViseR and
Simbad Filters a significant part of bats, Unfartunatety, the
experience has shawn us that this can be partially
crcurmvented,

* HTTP rules combining HTTR header (eg: user-agent. referrer)

and URL parameters i usad in VizieR to datect abusive ar

Inconsistent quertes jeg: conesearch an large dataset with an

exaggerated radius, bots querles to get details records, etc)

Finally, the redundancy of mirrors existing for Vizie® and

Simbad enforeed the reliability, Thase have been spared for a

lomgg time by bots, but are now beginning to be harvested too,

Planning to provide Gold access

The VizieR service warks on a new architecture that redefines the acoess policy by maintaining open sccess whike offering privileged access undes certain conditions. The new
architecture [currently in test] cansists in replicating locally both the service and the database and wse a proxy which routes incoming requests ta a “Gald” server o the "camman”

server,

Thee routes are managed by an Accass Contral List (ACL). Among the ACLs, the CDS is investigating authentication, taking into account possible VO connections {see Authvo, |
Sakgadol. The Keycloak tool is currently being evaluated ; it includes standard protocols such as OpeniD or Oauth2 and supparts both local and delegated authentication, such as
ORCID and EduGain which are mandatory to deal with EDSC nodes. Currently in development, authentication has been tested for user web interface (HTML autput). Authentication
on AP [eg: VDA AP are not the priority today and requires a maturity in the IVOA network with clients ready to authentication imglementation.
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xmatch.sync

vizier.http.cds
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~ Data Central experie

« System wide impacts
« Some services receive large bot traffic: 35K requests/hr

* |P abuse DBs suggest ~50% hacked loT devices — Botnets !

 Blocked traffic has similar pattern to VizieR poster by Landais et al.

 Clear scraping behaviour: one IP making hundreds of requests in
short time
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« ESDC : archives.esac.esa.int

* Reporting Archives usage to our
funding agencies for many years

» Since 2022, unrealistic peaks of logscale !
usage (>100k-1M per month),
knowing size of community "

* Probably due to bots, LLMs ¢ B W e
training, Cloud accesses from

unusual countries, anonymous

FTP accesses
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VizieR queries repartition by output (classic web form and HTTP API)

vizexec [ other i fits
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IP Addresses on Simbad
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Scraping in the Age of Al: How
Anti-Bot Systems Got Smarter

In this Article

Key Facts
What's wrong with traditional scrapers

How anti-bot systems detect automation
IP reputation

Browser fingerprinting

HTTP and JavasScript validation
Behavioral analysis and Al detection
Tratfic pattern analysis

How Al has changed bot detection
9 Hi, need help from real people, not...

How to improve scraper stability and success rate ; 4
uliya « 4d

FAQ
What proxies are the best for web scraping? 0
What is browser fingerprinting?
Is Playwright better than Selenium for modern scraping activities?
Why am | getting a 403 error when scraping?

Can Al-powered anti-bot systems be bypassed?

https://dataimpulse.com/blog/scraping-in-the-
age-of-ai-how-anti-bot-systems-got-smarter/

* ADASS
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Residential Al: Are Al Companies Being
Inspired by Web Scraping?

Learn how Al companies leverage web scraping and residential proxies to collect
public data while addressing legal, ethical, and compliance challenges.

Residential
Al

Web Scraping?

https://techwarelab.com/blog/residential-ai-are-ai-
companies-being-inspired-by-web-scraping

Why you should use
residential proxies for
web scraping

Learn how residential proxies can help you perform web scraping without
getting blocked or banned by websites. A guide to avoid blocking, throttling,
and captchas by websites.

https://infatica.io/blog/residential-proxies-
web-scraping/






Questions

Quick survey

(5 questions)

» Other interpretation of this situation?
* How to distinguish humans and bots? ey °§;’,’;§’,§,‘;‘f§’ 7 row?
* Would authentication be a good solution?
* Would it be well accepted by users?

« Should we really ban completely Al?
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 The usual methods don’t work any fore
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Fingerprinting

WAF

(Web Application Firewall)
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- Data Central approach % am

» System wide impacts

« Move compute intensive endpoints behind auth
» Short term improvement

 Large bot traffic

* Blocked whole GCP region IPs
» Short term improvement

» Botnhets
e Current solution: mod_security plus CoreRuleSet

» Scraping behaviour
 CRS + some custom rules per service blocked most bogus requests
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https://coreruleset.org/
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SPC Statistics - Active Users Comparison

« Caveat : work still in progress and s
being tuned | \N‘\"‘(\O\)ﬁ\

 All Archive usage logs are in Elastic
Search, gives flexibility

* For the usage stats || el N L ALY |
» Filter out all Cloud accesses , logscale !

° F i Ite r O ut a I I accesses fro m SPC Statistics - Active Users Comparison
anonymous FTP Eesa

* Only include IPs from Countries with
active Science Community

 Not ideal, quite conservative but
gives more realistic statistics

Regional (AWS)

Regional (AWS)

Time per 7 days
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fér your participation!
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