
Birds of Feather

How to cope with the rapidly
increasing number of aggressive

incoming requests?
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Who are we?

• Grégory Mantelet
• Gilles Landais
• Pierre Fernique
• Anaïs Oberto

• Christophe Arviset
• Silvia de Castro
• Arnaud Masson

• Simon O’Toole
• Nuria Lorente

BoF: Cope with agressive requests - ADASS XXXVI - Perth 2026 3



Who are we?

• Grégory Mantelet
• Gilles Landais
• Pierre Fernique
• Anaïs Oberto

• Christophe Arviset
• Silvia de Castro
• Arnaud Masson

• Simon O’Toole
• Nuria Lorente

BoF: Cope with agressive requests - ADASS XXXVI - Perth 2026 4

P503



What happens?
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Bots use a lot more IP addresses
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Bots use a lot more IP addresses
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Data Central experience

• System wide impacts

• Some services receive large bot traffic: 35K requests/hr

• IP abuse DBs suggest ~50% hacked IoT devices – Botnets !

• Blocked traffic has similar pattern to VizieR poster by Landais et al.

• Clear scraping behaviour: one IP making hundreds of requests in
short time
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ESA Science Archives experience

• ESDC : archives.esac.esa.int
• Reporting Archives usage to our
funding agencies for many years
• Since 2022, unrealistic peaks of
usage (>100k-1M per month),
knowing size of community
• Probably due to bots, LLMs
training, Cloud accesses from
unusual countries, anonymous
FTP accesses
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logscale !



Apparently distributed Web scrapping
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IP Addresses on Simbad

Apparently distributed Web scrapping
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IP
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Apparently distributed Web scrapping
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...driven by AI?
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Data Impulse TechwareLab Infatica.io
https://dataimpulse.com/blog/scraping-in-the-
age-of-ai-how-anti-bot-systems-got-smarter/

https://techwarelab.com/blog/residential-ai-are-ai-
companies-being-inspired-by-web-scraping

https://infatica.io/blog/residential-proxies-
web-scraping/



Let’s speak!



Questions

• Other interpretation of this situation?

• How to distinguish humans and bots?

• Would authentication be a good solution?

• Would it be well accepted by users?

• Should we really ban completely AI?

• ...
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Quick survey
(5 questions)

Are you impacted? How?
Solutions?...



How to protect ourselves?



Blacklist IP CAPTCHABehaviour
identificationRate limite

The usual methods don’t work any more
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Fingerprinting
Behaviour

identification

PRO

Proxies

Anubis

Authentication

Keycloak

CDS approach
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? ?

WAF
(Web Application Firewall)

?



Data Central approach

• System wide impacts
• Move compute intensive endpoints behind auth

• Short term improvement
• Large bot traffic
• Blocked whole GCP region IPs

• Short term improvement
• Botnets
• Current solution: mod_security plus CoreRuleSet

• Scraping behaviour
• CRS + some custom rules per service blocked most bogus requests
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https://coreruleset.org/


ESA Science Archives approach

• Caveat : work still in progress and
being tuned
• All Archive usage logs are in Elastic
Search, gives flexibility
• For the usage stats
• Filter out all Cloud accesses
• Filter out all accesses from
anonymous FTP
• Only include IPs from Countries with
active Science Community

• Not ideal, quite conservative but
gives more realistic statistics
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Thank you
for your participation!


